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Ho[ Xo WecYrel] approZe XranWacXionW?

• Users perform sensiঞve transacঞonaѴ operaঞons
• Bank transfers
• Cryptocurrency transacঞons
• DeѴeঞng backups
• Modifying DNS records
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Common WolYXion: WmarXphone appW

• Suffers from isoѴaঞon bugs
(e.g. jaiѴbreaks)

ApprovaѴ agen| on smartphone
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Hard[are [alleXW for XranWacXion approZal

TX

Sign(TX)

Display

Bu�ons

Ledger waѴѴet
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Challenge: [alleXW need Xo iWolaXe agenXW

Ledger app store: ƔƏƳ |hirdŊpar|� agen|s
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Challenge: [alleXW need Xo iWolaXe agenXW

Ledger app store: ƔƏƳ |hirdŊpar|� agen|s
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ProblemW[iXh e\iWXing hard[are [alleXW

• OS bugs
• Over 10 found in Ledger and Trezor waѴѴets

• PotenঞaѴ hardware bugs
• Shared hardware state couѴd Ѵeak secrets (e.g. Spectre)
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ConXribYXion: NoXar]

• Agent separaঞon architecture
• Rese|Ŋbased s�i|ching
• Verified de|erminisঞc s|ar|

• PhysicaѴ hardware waѴѴet prototype
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ThreaX model

• Some agents are maѴicious

• PhysicaѴ attacks out of scope
• CouѴd be addressed by tamper-proof hardware
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SeparaXion archiXecXYre proZideW iWolaXion

Agent
SoC

Kernel
SoC

Runs third-party code
No OS, full access to hardware

Manages storage,
agent switching

User I/O Reset bu�on

Storage

uart

rstUSB

Notary separaঞon architecture
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SeparaXion archiXecXYre proZideW iWolaXion
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Kernel
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KerneѴ SoC
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SeparaXion archiXecXYre proZideW iWolaXion

Agent
SoC

Kernel
SoC

Runs third-party code
No OS, full access to hardware

Manages storage,
agent switching

User I/O Reset bu�on

Storage

uart

rstUSB

Agent SoC
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SeparaXion archiXecXYre proZideW iWolaXion

Agent
SoC

Kernel
SoC

Runs third-party code
No OS, full access to hardware

Manages storage,
agent switching

User I/O Reset bu�on

Storage

uart

rstUSB

Connected onѴy by UART (and reset wire)
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SeparaXion archiXecXYre proZideW iWolaXion

Agent
SoC

Kernel
SoC

Runs third-party code
No OS, full access to hardware

Manages storage,
agent switching

User I/O Reset bu�on

Storage

uart

rstUSB

KerneѴ resets Agent SoC
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SeparaXion archiXecXYre proZideW iWolaXion

Agent
SoC

Kernel
SoC

Runs third-party code
No OS, full access to hardware

Manages storage,
agent switching

User I/O Reset bu�on

Storage

uart

rstUSB

launchɵɶ: Ѵoad agent code Ƴ data
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SeparaXion archiXecXYre proZideW iWolaXion

Agent
SoC

Kernel
SoC

Runs third-party code
No OS, full access to hardware

Manages storage,
agent switching

User I/O Reset bu�on

Storage

uart

rstUSB

Agent runs on Agent SoC, independentѴy of KerneѴ SoC
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SeparaXion archiXecXYre proZideW iWolaXion

Agent
SoC

Kernel
SoC

Runs third-party code
No OS, full access to hardware

Manages storage,
agent switching

User I/O Reset bu�on

Storage

uart

rstUSB

exitɵstateɶ: save state and terminate
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DeWired properX]: noninXerference

Agent A runs switch Agent B runs

�me
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DeWired properX]: noninXerference

steal A's secrets?

Agent A runs switch Agent B runs

�me
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DeWired properX]: noninXerference

steal A's secrets?

Agent A runs switch Agent B runs

�me
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DeXerminiWXic WXarX enWYreW noninXerference

• Run before starঞng any agent

• CѴears state in SoC (puts chip in determinisঞc state)
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DeXerminiWXic WXarX enWYreW noninXerference

World 0 (secret = 0)

World 1 (secret = 1)
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DeXerminiWXic WXarX enWYreW noninXerference

World 0 (secret = 0)

World 1 (secret = 1)

Agent A runs
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DeXerminiWXic WXarX enWYreW noninXerference

World 0 (secret = 0)

World 1 (secret = 1)

Agent A runs Determinis�c start
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DeXerminiWXic WXarX enWYreW noninXerference

World 0 (secret = 0)

World 1 (secret = 1)

Agent A runs Determinis�c start Agent B runs
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DeXerminiWXic WXarX enWYreW noninXerference

Determinis�c start
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Challenge: compleXeneWW

• Lots of state
• Registers
• MicroarchitecturaѴ state: CPU caches, ...
• RAM
• SoC peripheraѴs: UART, SPI, ...

• Must work for aѴѴ states
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Simple approacheW fail

• Reset pin
• CѴears minimaѴ state necessary to restart

• Power cycѴing
• State takes minutes to decay (coѴd boot attacks)

1ƒ



NoXar]ƶW approach: YWe WofX[are

• Reset returns controѴ

• Software in boot ROM can
cѴear internaѴ state

• How to write this code?
• Must cѴear every singѴe bit

of internaѴ state

CPU
(PicoRV32)

ROM
(1 KB)

RAM
(128 KB)

UART UART GPIO SPI

clk rst
start code

(clears state)
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GaXe-leZel deWcripXion capXYreW all inXernal WXaXe

RTL (e.g. VeriѴog): aѴѴ digitaѴ state is expѴicit

4) SMT-compaঞbѴe format
(for symboѴic circuit simuѴaঞon)
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

/* no reset code */
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

/* no reset code */ error, state not cѴeared:
soc.cpu.latched_rd
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

nop
nop
nop
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

nop
nop
nop

error, state not cѴeared:
soc.cpu.cpuregs[1ɰ
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

nop
nop
nop

/* clear registers */
li x1, 0 /* ... */
li x31, 0
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

nop
nop
nop

/* clear registers */
li x1, 0 /* ... */
li x31, 0

error, state not cѴeared:
soc.cpu.mem_wdata
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

nop
nop
nop

/* clear registers */
li x1, 0 /* ... */
li x31, 0

/* clear buffer */
sw zero, 0ɵzeroɶ
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

nop
nop
nop

/* clear registers */
li x1, 0 /* ... */
li x31, 0

/* clear buffer */
sw zero, 0ɵzeroɶ

error, state not cѴeared:
soc.ram.data[0ɰ
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

nop
nop
nop

/* clear registers */
li x1, 0 /* ... */
li x31, 0

/* clear buffer */
sw zero, 0ɵzeroɶ

/* clear ram */
la t0, _sram_start
la t1, _sram_end

loop:
sw zero, 0ɵt0ɶ
addi t0, t0, 4
bne t0, t1, loop
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

nop
nop
nop

/* clear registers */
li x1, 0 /* ... */
li x31, 0

/* clear buffer */
sw zero, 0ɵzeroɶ

/* clear ram */
la t0, _sram_start
la t1, _sram_end

loop:
sw zero, 0ɵt0ɶ
addi t0, t0, 4
bne t0, t1, loop

error, state not cѴeared:
soc.uart.cr0
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

nop
nop
nop

/* clear registers */
li x1, 0 /* ... */
li x31, 0

/* clear buffer */
sw zero, 0ɵzeroɶ

/* clear ram */
la t0, _sram_start
la t1, _sram_end

loop:
sw zero, 0ɵt0ɶ
addi t0, t0, 4
bne t0, t1, loop

/* clear uart control register */
la t0, _uart0
sw zero, 0ɵt0ɶ
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Verif]ing deXerminiWXic WXarX for NoXar]ƶW SoC

nop
nop
nop

/* clear registers */
li x1, 0 /* ... */
li x31, 0

/* clear buffer */
sw zero, 0ɵzeroɶ

/* clear ram */
la t0, _sram_start
la t1, _sram_end

loop:
sw zero, 0ɵt0ɶ
addi t0, t0, 4
bne t0, t1, loop

/* clear uart control register */
la t0, _uart0
sw zero, 0ɵt0ɶ

determinisঞc start verified!
n = 180342 +v+H2b, < 10 Kb
(mostѴy spent cѴearing RAM)
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NoXar] hard[are and W]WXem WofX[are

• AddiঞonaѴ hardware: $Ѷ
(extra chips)

• TCB: Ɠ000 LOC
(mostѴy drivers)

Notary prototype
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NoXar] agenX: BiXcoin

Bitcoin app (Ѵeft) and agen| (right)
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NoXar] agenX: [eb-app approZal

Web app (Ѵeft) and agen| (right)
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EZalYaXion WYmmar]: NoXar] iW pracXical

Notary’s design prevents bugs
whiѴe preserving deveѴoper and user experience.

(see paper)
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RelaXed[ork

• Non-waѴѴet security devices [iOS encѴave, Yubikey]

• Verified kerneѴs [SeLƓ, HyperkerneѴ, NickeѴ, CerঞKOS]

• Verified hardware [Kami, Hyperflow]

(see paper)
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ConclYWion

• Notary separaঞon architecture
• Rese|Ŋbased s�i|ching: cѴearing state between switching agents
• Verified de|erminisঞc s|ar|: ensuring state cѴearing is correct

• Notary prototype
• RISC-V-based prototype
• 2 agents: Bitcoin, web-app approvaѴ

anish.io/notary
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